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Abstract

A critical challenge in the safe operation of autonomous vessels is ensuring

that control commands are executed accurately and promptly by both shore-side

and onboard systems. In this paper, we build on a use case of an autonomous

ship, where the control hierarchy includes Human Operators on the shoreside,

along with the Ship Motion Controller, Power Management System, and Battery
Management System, among other controllers on the shipside. Incorrect execution

of control actions by these controllers can lead to hazardous situations of varying
severity. This study aims to identify and analyze hazards related to these four controllers
and provide insights into how inadequate control may occur and create hazardous
situations with the controllers. Recently, STPA has emerged as the mainstream
approach for identifying hazards resulting from control action failures. Therefore,

this study applies the System Theoretic Process Analysis (STPA) method to explore

how control actions of different controllers might fail, ensuring safe operation.

A control structure hierarchy has been developed that identifies (1) control actions

and (2) feedback signals between controllers based on their responsibilities. Using
STPA, a total of 127 unsafe control actions are identified that could result in hazards. We
classify the significance of Unsafe Control Actions based on hazard severity, operational
mode, and suggest the level of attention each controller requires. The results offer

a structured foundation for prioritizing safety—critical control actions in battery-
powered autonomous ships, facilitating more effective risk mitigation strategies

for designers, operators, and regulators.

Keywords: MASS, Autonomous controller, Battery-powered, PMS, BMS, Hazard
analysis, Safety, STPA, Approval

Introduction

Automation in the maritime industry is being revolutionized with the introduction
of Maritime Autonomous Surface Ships (MASS). The first project to research MASS
technology was the MUNIN project (MUNIN 2015) that was developed in Norway to
make a substantial contribution to the sustainability of the European shipping industry.
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Successively, several other industrial approaches were initiated (Bolbot et al. 2020;
SEAMLESS 2023b; Smartmaritime 2020; Yara 2021) to commercialize MASS.

Alongside the increasing emphasis on autonomy, the development of zero-emission
ships has emerged as a key focus in the maritime industry. According to the IMO
GHG4 study (IMO 2018b) greenhouse gas (GHG) emissions from maritime transport
rose from 978 million tons in 2012 to 1.076 billion tons in 2018. With the continued
growth in demand for maritime transport, these emissions are projected to increase
by 90-130% by 2050 compared to 2008 levels (Olger and Alamoush 2024). This trend
runs counter to the Paris Agreement’s goals of limiting global temperature rise (Paris
Agreement 2018). IMO has taken several steps to protect the environment from carbon
emissions within the maritime industry. To reduce carbon and other toxic gas emissions,
IMO (2018a, b) has envisaged some initial strict regulations aimed at 2050. Recently,
IMO has adopted a revised GHG reduction strategy that opens a new chapter toward
maritime decarbonization (IMO , 2023). However, the maritime transportation sector is
facing the challenge of reducing greenhouse gas (GHG) emissions considerably. One of
the most effective strategies for reducing or eliminating emissions from ship propulsion
systems is the adoption of alternative, emission-free fuels. Commonly explored options
include batteries, hydrogen, liquefied natural gas (LNG), liquefied petroleum gas (LPG),
methanol, solar energy, and nuclear energy. A significant review of alternative fuels for
maritime transportation is presented in Al-Enazi et al. (2021).

This research investigates the application of alternative fuels in autonomous maritime
operations, focusing on a case study from the SEAMLESS project involving an
autonomous vessel that is planned to operate between Bergen and Agotnes (SEAMLESS
2023a). The case study will investigate the application of a transport system like
that of ASKO, as described in Hagaseth et al. (2023), where a dedicated liner service
for transporting containers between two ports is operated by an autonomous ship. A
structured description of the use case has been demonstrated by Sumon et al. (2024a,
b). The selected use case involves a battery-powered autonomous vessel; therefore,
this study concentrates solely on battery-electric propulsion systems, which offer zero
operational emissions.

Among multiple battery types of applications, the most popular battery for maritime
propulsion systems is the rechargeable Lithium-ion (LI) battery. This popularity is
because of its high specific power (up to 2000 W/kg) and specific energy (100-250 Wh/
kg) (Inal et al. 2022). An entire description of the use of battery electric propulsion,
including the regulations of the IMO and classification societies for maritime propulsion,
is reviewed in Alnes et al. (2017) and Andersson et al. (2017). Besides, the power system
of autonomous ships is fully digitalized so that remote condition monitoring and control
become possible. One of the abundant challenges for autonomous ship operations is to
maintain a resilient and fault-tolerant power system that preserves the survivability of
ships during worst-case failure in unpredictable maritime weather conditions.

IMO and the Republic of Korea jointly organized a symposium on May 30, 2023,
intending to develop and enhance the current IMO MASS code (IMO 2021). The
symposium’s objective is to eventually implement a compulsory MASS code within the
framework of the "Safety of Life at Sea (SOLAS)" regulations. Several studies on MASS
focus on aspects such as operation, design (both technical and commercial), routing,
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and system requirements. These studies outline the various phases of MASS operation,
including practical technical design stages, and highlight the challenges related to
ensuring safe operation. For example, Andreas Lien Wennersberg et al. (2020) formulate
a structure and description-based framework for autonomous ship systems and
operations to develop a formalized concept of operations (ConOps); Burmeister et al.
(2014) demonstrate how E-Navigation focuses on increasing the safety of navigation by
better integrating ship and shore based on MUNIN’s (Maritime Unmanned Navigations
through Intelligence in Networks) result; Chae et al. (2020) address the technical
challenges of MASS to suggest the future direction of MASS development through a
literature review; Hagaseth et al. (2022) propose a methodology to formalize the Concept
of Operations (CONOPS) with Unified Modeling Language (UML) for autonomous
ship systems by defining the roles and activities of key actors, including the vessel,
remote control center, and supporting entities, to simplify the verification and approval
process; Komianos (2018) describes autonomous ships, reviews relevant projects, and
examines operational, regulatory, and quality assurance challenges associated with their
deployment, while highlighting their advantages over manned vessels through analysis
of human-error-related accidents.

To ensure MASS’s safe and reliable operation, it is required to address various
challenges (Alamoush et al. 2024) through comprehensive safety assessments. These
challenges typically relate to navigation, collision avoidance (CA), environmental factors,
socio-technical, and cybersecurity (Jalonen et al. 2016). However, Jalonen et al. (2016)
also, include that, unlike traditional ships, the responsibility for threat recognition and
response is partially shifted from onboard crew members to intelligent software systems
and sensor technologies, or to remote supervisors managing the vessels through data
links from onshore control centers.

Ensuring safe operations necessitates that these vessels pose no threats to themselves,
other ships, surrounding infrastructure, or the marine environment (Jalonen et al. 2016).
Hence, several studies conducted safety analyses of MASS to identify the potential
hazardous scenarios. Table 1 summarizes some of the significant studies, detailing their
methods, objectives, tools, and other relevant aspects.

Most of these studies employ traditional safety analysis methods and mainly focus on
how technical, mechanical, electrical, and software failures result in hazardous situations
during the design and operational phases. However, in addition to component failures,
accidents can be caused by design errors, component interactions, control failures, and
other social and organizational factors (Leveson 2016). Furthermore, the simultaneous
shift towards autonomous vessels and zero-emission or low-emission operations is likely
to introduce new safety challenges. Remote or autonomous power management of these
novel power systems is particularly complex, involving multiple intricate controllers
whose interactions may lead to unforeseen and potentially unsafe behaviors. Safety is
essential for both cases. Traditional methods may not be enough to analyze them.

The Systems-Theoretic Process Analysis (STPA) method is a recently developed
method that is particularly well-suited for software-intensive complex systems and
for identifying potential unsafe behaviors (Leveson and Thomas 2018). Since STPA is
designed to analyze large-scale and complex systems, it is particularly suitable for Mari-
time Autonomous Surface Ships (MASS) (Ventikos et al. 2020). By utilizing a functional
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model of the system, STPA is more effective than other hazard analysis methods, such
as fault tree analysis (FTA), failure modes and effects criticality analysis (FMECA), and
hazard and operability analysis (HAZOP), in identifying potential hazards across various
levels of autonomy (Ventikos et al. 2020). Yuzui and Kaneko (2025) recently conducted
a systematic review following the Preferred Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA) guidelines to identify more effective risk analysis methods
for MASS. Their study suggests that qualitative analysis using STAMP/STPA and quan-
titative analysis through BN based on the STAMP/STPA results are effective for MASS
safety analysis. Chaal et al. (2020) analyzed unsafe interactions between system compo-
nents of the onboard ship controllers and provided recommendations to prevent hazards
resulting from unsafe control actions. Solberg (2018) conducted a hazard analysis using
STPA on the ReVolt autonomous ship prototype, developed a specialized control struc-
ture, and recommended improvements to the model. (Wrébel et al. 2018) carried out
an initial STPA hazard analysis of autonomous merchant vessels using a specified safety
control structure. The authors noted that this control structure, which represented a sim-
plified model of the vessel’s operation system, significantly contributed to the analysis of
uncertainties. In addition, the evaluation of the effectiveness of the STAMP/STPA in risk
analysis of autonomous ship systems in the early design stage is studied by Yamada et al.
(2022), who suggested the improvement of the control structure and extracted the func-
tional requirements for the hypothetical autonomous ship. Hiillein et al. (2024) use STPA
for the hazard identification and comparison of two alternative hybrid power and propul-
sion systems for a small-scale fishing vessel. They conclude that automated control sys-
tems and user interaction with the system require special attention. Rokseth et al. (2017)
also perform risk analysis with STPA on maritime dynamic positioning (DP) systems, and
their result suggest that the system safety constraints of DP can be violated in multiple
ways other than component failure.

MASS is operated by various controllers from shore and onboard. Failures of the
controllers and their wrong execution can be hazardous. Several studies discuss the
operational procedure and functionalities of these controllers during the design and
construction phases (ABS 2020; Alnes et al. 2017; DNV 2021; Hagaseth et al. 2023;
Karkosinski et al. 2021; Luca Trombetta et al. 2024). Meanwhile, hazard-related studies
of onboard battery-powered systems tend to focus on individual controller functionali-
ties during the manufacturing phase (Andersson et al. 2017; Baird et al. 2020; Johansen
et al. 2007; Xie et al. 2007; Yanchin and Petrov 2020). However, studies considering all
controllers together, especially from a hazard analysis perspective, are limited. Particu-
larly, in complex, large-scale systems, accidents such as collisions, groundings, and sink-
ings can arise not only from the failure of individual components or subsystems, but
also from hazardous interactions between them (Yamada et al. 2022). Additionally, there
are limited studies that have identified the hazards associated with the combination of
autonomous ships and battery propulsion.

In this study, we perform a hazard analysis using the STPA method on specific
controllers of battery-driven autonomous ships. The novelty of this research is the
application of the STPA method to a battery-powered autonomous ship, with a
specific focus on the power supply system under the constrained autonomy level. This
work integrates and analyses the interactions among multiple onboard and remote
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controllers, such as the Remote Operations Center (ROC), Power Management System
(PMS), Battery Management System (BMS), and Ship Management and Control (SMC),
to identify potential hazardous scenarios that extend beyond prior works, which often
concentrate on navigational hazard analysis. Moreover, the novelty also lies in extending
the STPA method to prioritize the sensitivity of hazards.

This study aims to identify the most safety—critical control actions associated with indi-
vidual controllers based on their hazardous impacts, thereby informing the level of attention
required for each controller. The key contributions include: (1) specifying system-level haz-
ards and safety constraints, (2) the development of a detailed control structure for a battery-
powered autonomous ship with an emphasis on the power system, and (3) the identification
of associated Unsafe Control Actions (UCAs) and potential loss scenarios.

Furthermore, the Norwegian Maritime Authority (NMA 2022) stipulates that to
obtain regulatory approval and establish the reliability of Maritime Autonomous Surface
Ships (MASS), it must be demonstrated that their safety performance is at least equiv-
alent to, or greater than, that of conventional vessels. In this context, hazard analysis
using a structured and systematic methodology can play a key role in streamlining the
approval process while ensuring compliance with required safety standards. The method
adopted in this study contributes to this objective by supporting a risk-based frame-
work for evaluating and approving autonomous ships. Moreover, the application of the
Systems-Theoretic Process Analysis (STPA) method will gain traction among industry
practitioners, further underscoring its practical value for comprehensive hazard identifi-
cation and analysis in autonomous maritime operations.

The next sections of this study are as follows: Sect. 2 describes the materials and
methodology where the hazard analysis method including the autonomy levels of
MASS, system-level description, and responsibilities of the controllers of this study is
presented, Sect. 3 presents the result that is obtained from the hazard analysis, Sects. 4

and 5 demonstrate the discussion including the limitations and conclusion.

Materials and method
Autonomy levels
Autonomy level is a significant aspect in determining the autonomous functionalities of
MASS. Different taxonomies have classified autonomy levels based on the allocation of
tasks between humans and the system (Camila Correa-Jullian 2023).

In this paper, we have adopted the four degrees of autonomy levels described in the
report (Nordahl and Wennersberg 2024) and the levels are updated in the report from
(Nordahl et al. 2023; Rodseth et al. 2022). These are given as follows:

«+ Direct Control (DC): The operator fully controls the system using levels and push
buttons, aided by basic automation and decision support. This is the standard
automation mode on conventional ships today

+ Automatic Operations (AO): The automation system performs the operations under
continuous supervision by an operator. Examples are auto-docking, auto-tracking,
and dynamic positioning. While the automation performs the operation, it is the
operator who makes decisions such as when to activate a function or system, what
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option to choose from proposals generated by decision support, providing setpoints,
routes, or motion trajectories (e.g., for a crane), or deviating from a plan.

+ Constrained Autonomous (CA): The automation performs the operations without
continuous supervision of a human operator. Decision making is automated such
that function and system activation, setpoints and commands to controllers are
done by the automation. However, there are clearly defined conditions specifying
the decision-making capability of the automation (e.g., visibility, environmental
conditions, or system status), which must be satisfied. If conditions are not satisfied,
the decision-making shall be handed over to the ROC operator. Furthermore, the
ROC operator creates and uploads a digital mission defining the voyage, cargo
operations, and schedule, as well as the conditions and limitations for automated
decision-making. Legal responsibility, i.e., the role of the master, remains with the
ROC operator.

+ Fully autonomous (FA): The ship’s operating system can make decisions and
determine actions independently.

Controllers and their responsibilities

Onboard and Remote Operation Centre (ROC) controllers are significant to the safe
operation of autonomous vessels, with their roles often necessitating close interaction
and coordination to ensure both operational efficiency and safety. In the context of this
study, the system includes the following four controllers:

1. Remote Operation Center (ROC)

2. Ship Motion Controller (SMC)

3. Battery Management System (BMS)
4. Power Management System (PMS)

ROC

The remote operation center is a shore-based control station that is controlled by the
human operator/s and holds the role of master, navigator, or engineer/s from the shore.
The main task of ROC is to upload the vessel’s mission (voyage plan, navigation, cargo
handling, docking, etc.). ROC monitors all the autonomous operations from the shore,
receives feedback or information from the Autonomous Onboard Controller (AOC),
and updates the voyage plan when necessary. The Remote Operation Centre (ROC)
also maintains communication with other ROCs, conventional vessels, and the Vessel
Traffic Service (VTS), managing the exchange of information and operational directives.
Additionally, the ROC is responsible for handling exceptional situations. For instance,
when the Autonomous Onboard Controller (AOC) detects that one or more parameters
exceed predefined thresholds, it issues an alert, such as an alarm or signal to the ROC,
prompting it to initiate high-attention monitoring mode. ROC updates any action or
voyage plan to the AOC if required. Based on the situation, it may initiate the fallback
strategy. However, when AOC initiates a fallback, ROC responds to the fallback recovery.
A structured description of ROC is presented in Dybvik et al. (2020) and Hagaseth et al.
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(2022). A case study of a remotely operated vehicle (ROV) with four operational modes
with different LoAs is used to illustrate in Yang et al. (2020). The results show that the
proposed approach helps clarify how responsibilities shift between the human operator
and the system controller in different operational modes. It explains how responsibility
is shared and what changes are needed in the operator’s and controller’s understanding
to ensure a smooth transition.

SMC

The ship motion controller controls the ship’s course and speed as per the voyage plan
(Wang et al. 2023). For this use case, SMC is regulated by the onboard autonomous
controller, and the human operator takes control in case of exceptional circumstances.

BMS

Multiple parts are integrated to form the battery system (BS). These are battery
cells (consisting of anode, cathode, separator, electrolyte), mechanical structure and
protective box(es), thermal management system, electric connections, and the control
and management system, typically called the Battery Management System (BMS) (Chin
et al. 2019). The BMS plays a critical role in ensuring the safe and reliable operation of
the battery system. Its key functions include estimating the state of charge (SOC) and
state of health (SOH), controlling thermal behavior to prevent overheating, enabling or
disabling the battery connection, and protecting the battery from potentially damaging
operating conditions (Chin et al. 2019).

PMS

A power management system (PMS) functions as a centralized controller for the ship-
board power system and commands the local controller (Reddy et al. 2023). The PMS is
designed with anything from simple to advanced intelligent algorithms based on artifi-
cial intelligence (Xie et al. 2022). The main objective of the PMS is to ensure that a suffi-
cient and balanced power supply is continuously available, i.e., blackout prevention. This
means that “no single-point failure in the power plant will have consequences beyond
the worst-case single-point failure chosen by design, which may typically be a short cir-
cuit in a main switchboard when operating in a two-split configuration, leading to loss of
half of the power generation capacity, and half of the thruster capacity” (Johansen et al.
2007). Within the scope of this study, Fig. 1 highlights the key responsibilities assigned
to each controller.

System description: In our study, autonomous refers to the autonomy level Con-
strained Autonomous (see Sect. 2.1) for our use case. The use case vessel operation is
more like the constrained autonomous where no seafarer is onboard. AOC performs
the autonomous operation based on the predefined vessel mission (defining the voyage
plan, cargo operations, and schedule) that is uploaded digitally from the ROC. Figure 2
illustrates the shore-side and ship-side controllers’ interaction. Initially, the ROC initi-
ates the vessel voyage plan (navigational route, time, speed set points, etc.) and monitors
the operation. AOC executes the mission by setting the Onboard Systems in the correct
mode, providing the setpoints and commands to initiate, abort or complete the execu-
tion of an assigned task by the onboard control systems (such as automation and power
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[ HO from ROC }l

»Upload and update
voyage plan.

»Receives onboard > Control RPM/pitch.
information from AOC. > Transfer propulsion
info. to ROC.

> Monitor and supervise.
> Initiate a fallback
request and fallback
response.

» Estimate SOC & SOH

» Power generation

of the battery.

» Control thermal » Ensure a stable power
damage. supply.

» Connect or disconnect > Prevent blackout.
battery. » Control voltage

> Protect the battery.
Estimate SOC & SOH

Fig. 1 Key responsibilities of the individual controllers (Geertsma et al. 2017; Hagaseth et al. 2022; Luca
Trombetta et al. 2024; Nordahl and Wennersberg 2024; Wang et al. 2023)

management systems, navigation and manoeuvring systems, situational awareness sys-
tems, safety functions, and communication interfaces). In short, it automates the execu-
tion of the vessel’s mission. AOC manages the operation such that HO does not need
constant supervision. Besides, during different phases of the voyage, the AOC needs
confirmation from the ROC for certain transitions, such as between sailing to docking.
AOC maintains communication with ROC and also shares navigational information
with VTS, other Vessels/s, and ROC. It exchanges data and shares abstracted informa-
tion between the HO of ROC and the onboard control systems. We consider PMS, BMS,
and SMC to be the onboard controllers within the scope of this study.

BMS controls all the functions of the battery system and sends the performance informa-
tion to AOC via PMS. PMS manages the shipboard power system by automatically operat-
ing the main switchboard and updating the information to AOC and SMC. Johansen et al.
(2023) mention that Power management systems (PMS) also have a high degree of automa-

tion to control electric power generation, power distribution, and blackout prevention on
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Shipside

T Autonomous Onboard controller

v v v

BMS PMS SMC

Other Ships
or ROC
y Y
VTS ROC «—

Shoreside

Fig. 2 System illustration of the interaction between shipside and shoreside. Inspired from (Hagaseth et al.
2022)

ships. SMC regulates RPM (Rotation Per Minute) to control the thruster based on speed
as well as heading set points. SMC gathers feedback from GPS and sends it to AOC. How-
ever, there are specific defined conditions for the decision-making capabilities of the AOC
within the system status of the onboard controllers, visibility, and environmental condi-
tions. When one or more conditions cross the predefined thresholds, the AOC notifies the
ROC and/or can initiate fallbacks automatically (such as when the communication link is
missing for a certain amount of time). Anchoring, DP, and vessel drifting are the common
means of a fallback state. Later, ROC responds to the fallback recovery of the vessel. The
Remote Operation Centre (ROC) continuously monitors the operational status and data
of the autonomous systems while also maintaining communication with the Vessel Traffic
Service (VTS) and nearby vessels. A key responsibility of the ROC is managing exceptional
scenarios. For example, when the Autonomous Onboard Controller (AOC) identifies that
certain parameters have exceeded predefined thresholds, it alerts the ROC, typically via
alarms or other signaling mechanisms, and requests elevated monitoring. In response, the
ROC may update the voyage plan or issue operational commands to the AOC as needed.
Depending on the nature of the situation, the ROC can also initiate a predefined fallback
mode to ensure safety.

STPA

When performing hazard analysis for autonomous ships, it is important to broaden the
focus beyond just equipment failures and also to include software and human factors
(Yamada et al. 2022). This study intends to identify and understand the hazards that
may arise from inadequate control and unsafe interactions among the controllers from
the remote operation center and onboard the ship during autonomous ship operations.
System Theoretic Process Analysis (STPA) is a hazard analysis method that is based on
Systems-Theoretic Accident Modeling and Processes (STAMP), which is an accident
model focusing on potential causes of accidents beyond component failures (Leveson
2016). This STPA method is applied based on a hierarchical control structure of the
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system, where the relationship and interactions between controllers (such as human and
electronic controllers) and controlled processes are modeled through control actions
and feedback signals. Leveson (2016) presents that even with limited information and
empirical data, STPA can be utilized for hazard analysis. In STAMP (and STPA), the
fundamental premise is that accidents result from insufficient and unsafe control
(Leveson 2016). STPA aims to determine how unsafe control actions might arise within
the hierarchical control structure and how they can be avoided (Leveson and Thomas
2018). STPA has been applied in the autonomous operation of different industries for the
identification of unsafe control actions such as Johansen et al. (2023) and Thieme et al.
(2021) in the maritime industry, Castilho et al. (2018) in the aviation industry, Rejzek
and Hilbes (2018) in nuclear power plants, Oginni et al. (2023) in the railway project.

Recently, the method has attracted attention in the safety assessment of autonomous ships.
Sumon et al. (20244, b) performed the STPA on different control actions (emergency shut-
down and speed change) of hydrogen-driven autonomous vessels and determined 44 unsafe
control actions. Johansen and Utne (2022) approached a risk model represented by a Bayes-
ian Belief Network (BBN), which is based on a systems theoretic process analysis (STPA), to
assess navigational risks for an autonomous cargo ship while sailing as part of a supervisory
risk controller (SRC) for high-level control of the ship. Further, during the interaction between
the Supervisory Risk Controller and Human Supervisors from ROC (Johansen et al. 2023),
along with 12 experts from specific system-level experts conducted STPA and identified a
total of 60 unsafe control actions.

Bolbot et al. (2019) applied STPA on Service Operation Vessels to control the hazard-
ous scenarios of a power system. Their study identifies hazardous scenarios based on
unsafe control actions in direct current (DC) and direct current battery power systems.
They show that battery power DC creates more hazardous scenarios compared to con-
ventional DC.

However, the main idea in the accident causation model is that safety is a control
problem, following the ideas presented by Rasmussen (1997) and that accidents happen
due to insufficient control and enforcement of safety constraints within a hierarchical
control structure, where each layer influences the next. The goal of STPA is to identify
potential areas of inadequate control, understand how it might occur, and impose
constraints to prevent it (Rokseth et al. 2018).

STPA analysis approach

The STPA method can be applied in four steps. This hereby study includes an extended
step to obtain the intended research result. A short description of the steps following the
STPA handbook (Leveson and Thomas 2018) is presented in the following Fig. 3:

Step 1: Define the purpose of the analysis

The first step defines the purpose of the analysis as per the whole system. Based on the
system-level description, it identifies losses, system-level hazards, and system-level
constraints, and refining hazards is an optional part of it.
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[ Define the purpose of the analysis. ]
Step 2

[ Model the control structure. ]

[ Identify unsafe control actions (UCAs) ]

A

G

[ Identify loss scenarios ]

A

Extension

Al

Hazards prioritization based on the
number of UCAs and hazardous effect

Fig. 3 Flowchart of the analysis method

Step 2: Model the control structure

In this step, functional relationships and interactions are captured by modeling the
system as a set of feedback control loops. A hierarchical control structure is a system
model that is composed of feedback control loops. This is an illustration where
controllers and actuators are shown to execute the control actions and feedback as a
response to the controllers.

Step 3: Identify unsafe control actions

This step identifies the control actions that are unsafe and lead to system-level hazards.
Leverson and Thomas (2018) define an unsafe control action as “a control action that, in
a particular context and worst-case environment, will lead to a hazard”

Step 4: Identify loss scenarios
A loss scenario represents the specific reasons that lead to unsafe control actions and
hazards (Leveson 2016). Two types of loss scenarios are considered.

1) Reasons for the occurrence of unsafe control actions.
2) The reasons for not executing control actions that prevent hazards and wrong
execution of control actions that lead to hazards.
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Hazard prioritization

Following the application of STPA within the defined scope of this study, a hazard
ranking framework is established to assess the impact of both individual and interacting
hazards identified through the analysis. The hazards are categorized into three distinct
groups, which are mild, moderate, and critical, based on their potential consequences.
Subsequently, the Unsafe Control Actions (UCAs) are classified according to these
severity levels, enabling a prioritized assessment of control actions. This classification
informs the operational attention required, distinguishing whether specific control
actions should be monitored under high- or low-attention modes during vessel
operation.

Execution of the study

This study was conducted as part of the SEAMLESS project (SEAMLESS 2023b),
which brings together a diverse consortium of academic institutions and industrial
partners across the maritime domain. The analysis focused on a specific use case
developed collaboratively with a selected group of domain experts representing
various stakeholder perspectives, including operations, regulation, and system
engineering for maritime autonomy. Participants included individuals with between
10 and 30 years of experience in maritime systems engineering and research on
autonomous systems design.

The analysis of the study was carried out over four months in 2024, involving a series of
structured online workshops (each lasting approximately 1-1.5 h), along with follow-up
desktop discussions and asynchronous reviews of documentation. The sessions utilized a
semi-structured format grounded in the STPA methodology.

Initially, a high-level control structure diagram was developed by the authors and
shared with participants for feedback. This diagram, outlining the responsibilities and
control actions of key system controllers, was iteratively refined based on input received
during collaborative sessions. Each workshop focused on a specific aspect of the analysis:

+ Workshop 1: Review the system boundaries and control structure

+ Workshop 2: Refinement and modification of the control structure diagram based on
the experts’ feedback.

+ Workshop 3: Hazard identification and unsafe control actions.

+ Workshop 4: Causal scenario development.

In subsequent follow-up meetings, we refined the preliminary findings and results.
Although the sessions were not formal interviews, we systematically logged participant
contributions and synthesized them into the analysis. While we cannot provide detailed
descriptions or affiliations of participants due to confidentiality agreements and the
small number of individuals involved, the iterative development and review of the
control structure diagram and analysis were informed by this diverse and experienced
group. We believe that this contextual information offers the reader insight into the
validity of the process, even without disclosing identities. Table 2 provides the periodic
structure of the progressive study process and interactions.
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Table 2 Progressive study process and interactions

Activity/time Academic researchers (maritime Industry experts (maritime

autonomy and safety analysts) autonomy practitioners)
Month 1 (Initial diagram) Drafted control structure diagram Feedback, review, and comments
Month 2 (Diagram modification) Review the system boundaries and Boundary input

control structure diagram

Month 3 (Diagram validation) Update the control structure diagram Feedback, comments, and validation
and responsibilities of the controllers

Month 3-4 (Hazardous Identifying unsafe control actions -
scenarios identification)

Month 4 (Result review) Prioritize the individual and combine Review and comments
hazards. Identifying loss scenarios

Table 3 Identified losses

L1: Loss of lives

L2: Not able to deliver the cargo
L3: Time delay

L4: Loss of property

L5: Damage infrastructure

L6: Distract marine traffic

L7: Damage to the environment
L8: Financial loss

Result

A four-step STPA analysis was carried out to identify Unsafe Control Actions (UCAs)
resulting from interactions among the controllers during autonomous operation. The
results of each step are detailed in this section.

Step 1: Eight specific losses are identified and presented in Table 3. Table 4 shows
system-level hazards and safety constraints related to the specified losses.

Step 2: Modeled control structure

To illustrate the interaction between the specified controllers, a control structure dia-
gram has been formulated in Fig. 4, where the control actions within the loop of com-
mand and feedback have been structured. The responsibilities of the controllers are
already mentioned. Initially, the interaction starts between human operator/s from ROC
and onboard controllers, which are directed via the autonomous onboard controller
(AOC) (also known as Digital Orchestrator). Solid lines in the figure indicate the com-
mand action, while dotted lines indicate the response as feedback corresponding to the
command action. The first command comes from the ROC to the AOC. ROC uploads
and updates the voyage plan to AOC. Speed and heading setpoints are instructed then to
SMC via AOC. Later, SMC executes those commands by follow-up commands of RPM
and angle change to the thrusters. After execution, AOC receives the speed and location
feedback from the vessel’s GPS and shares it with ROC.

BMS has two sub-elements which are battery cooling and battery and are linked to the
main switchboard. The sub-elements execute the command of BMS through the switch-
board. Increasing or decreasing the battery temperature is executed by the former sub-
elements whereas the latter one executes the battery connection or disconnection based
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Table 4 Identification of system-level hazards and system-level constraints

System-level hazards

System-level constraints

H1:The battery cell/s or battery system becomes
extremely hot or has uncontrolled heating on the
battery cell/s or system. (L2,3,4,6,8)

H2: The entire power supply of the vessel is
interrupted or lost. (L3,4,8)

H3: The vessel approaches too close to another vessel,
or another vessel/s is approached too close to the
vessel. (L1,2,3,4,5,6,7,8)

H4: The vessel approaches too close to the seabed, an
underwater obstruction, or a shore. (L2,3,4,6,8)

H5: The vessel approaches too close to any obstacle or
infrastructure. (L1,2,3,4,5,6,7,8)

H6: Optimal power supply is not provided to the
vessel. (L3,4,5,8)

H7: Excessive power supply is provided to the vessel.
(L3,7.8)

SC1: The battery cell/s or battery system should
maintain a safe temperature to provide optimal power

SC2: The vessel must have a continuous optimal power
supply to prevent interruption or restore vessel power

SC3: The vessel must maintain a safe distance from
another vessel to avoid collision

SC4: The vessel must maintain a safe distance from the
seabed and avoid underwater obstruction or a shore

SC5: The vessel must not approach too close to an
obstacle or infrastructure and should maintain a safe
distance

SC6: The vessel must get an optimal power supply for
safe propulsion and operation of the auxiliary power-
oriented mechanisms

SC7: Excessive power supply should be restricted to
avoid overload

Command: —»
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HO
el >
i
»Propulsion info :
» Navigational info |
» Power consumption | »Upload the voyage plan.
» Battery status ! »Update the voyage plan.
! »Initiate a fallback response.
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Fig.4 Control structure diagram of the controllers

on the power consumption. The battery section sends the physical feedback (i.e., voltage,
temperature, level of charge) to the BMS. BMS then transfers the SOC and SOH condi-
tion of the active and inactive battery cells to the PMS and AOC.

PMS commands the main switchboard when only thruster disconnection is

required and commands the thruster to limit its power depending on the load and
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Table 5 Controllers with their control actions during autonomous operation

Controllers Control actions

Ship motion controller 1)Increase RPM 2) Decrease RPM

Human operator 1)Initiate fallback 2) Initiate a fallback response

Power management system 1)Disconnect thruster 2) Limit power to the thrust
1)

Battery management system Cooling control 2) Connect battery 3) Disconnect battery

Table 6 Example of unsafe control action analysis table

Controller: PMS
Condition Unsafe control actions
Requi
' equired RPM
ID Control action to . Not .
control is ) Provided | Too early| Too late |Too short| Too long
prevent ossible provided
blackout P
Unsaf Unsaf
Yes NSA T safe N/A A 7 N/A
v H2,7 H2,7
es
No Unsafe = Unsafe = Unsafe = Unsafe N/A N/A
Disconnect H2,6,7 H6 H6 H2,7
CA.PMS.01 thruster Unsafe
Yes Safe HE N/A N/A N/A N/A
No Unsafe
No Safe HE N/A N/A N/A N/A

consumption. PMS updates the power limitation to the SMC and the power con-
sumption of each consumer (propulsion and onboard auxiliary power consumption)
to the AOC. Both BMS and PMS are onboard automatic controllers whose functions
are pre-determined. Any exception is notified to the AOC which measures the vessel’s
safety based on the pre-defined conditions. If the situation demands, AOC initiates a
fallback state and also notifies ROC via an audio-visual signal or alarm system. In case
of any criticality of AOC, it may request to ROC to initiate a fallback state. Generally,
ROC initiates a fallback response and may also initiate a pre-defined fallback state
when AOC fails to initiate or fails to realize the criticality of a situation.

Step 3: Identifying unsafe control actions (UCAs)

This step identifies the unsafe control actions when the controllers (HO, SMC, PMS,
BMS) interact with one another and execute their control actions. Control actions of
these four controllers are presented in the following Table 5:

The execution or non-execution of these control actions during inappropriate times
and situations can lead to unsafe outcomes. UCAs are identified systematically under
various conditions. Table 6 provides an example of how UCAs are determined when
the PMS executes the 'Disconnect Thruster’ action under different scenarios.

This study identifies a total of 127 UCAs while executing these 9 control actions by
the four controllers from shore and onboard. The number of UCAs from the control
actions of SMC, HO, PMS, and BMS are presented in the following Tables 7, 8, 9, 10,
and 11. The tables present the number of UCAs of the individual controller. After
that, the UCAs are structured as like as the following examples:

“UCA: PMS: 01:001: PMS does not provide the “disconnect thruster” command
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Table 7 Number of UCAs from the SMC controller

Number of UCAs from SMC

Control action Conditions No. of UCAs

Increase RPM (for safe voyage) Required to prevent collision 9
Increasing power is available or not

Increase RPM (optimal voyage) Required for the optimal voyage 15
Feasible to increase RPM or not
Increasing power is available or not

Decrease RPM (for safe voyage) Required to prevent collision 6

Decrease RPM (for optimal voyage) Required for the optimal voyage 9
Feasible to decrease RPM or not

Total 39

Table 8 Number of UCAs from the HO controller

Number of UCAs from HO
Control action Conditions No. of UCAs
Initiate fallback AQC loses the object detection or measurement ability 9
Required to maintain vessel safety
Response to a fallback Fallback is initiated 7
recovery Required to continue the regular operation
Total 16

Table 9 Number of UCAs from PMS controller

Number of UCAs from PMS
Control action Conditions No. of UCAs
Disconnect thruster (1) Required to prevent blackout or not 8
RPM control is possible or not
Disconnect thruster (2) Thrusters violate power limitations from PMS 10
Required to prevent fire or not
Limit power to thrust Required to maintain ship stability 25
Required to maintain ship restriction at the port
Required to prevent blackout or not
Total 43

Table 10 Number of UCAs from the BMS controller

Number of UCAs from BMS
Control action Conditions No. of UCAs
Cooling control Required to prevent battery damage 9
Required to prevent blackout or not
Connect battery Required to maintain power supply 11
Required to prevent blackout or not
Disconnect battery Required to prevent fuel consumption 9

Required to prevent uncontrolled heating or fire
Total 29
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Controllers

Total number of UCAs from the controllers

Percentage of UCAs
from the controllers

SMC
HO

PMS
BMS
Total

39
16
43
29
127

31%
12%
34%
23%

Table 12 Number of loss scenarios from the individual controllers and control actions

Controllers Control actions No. of loss scenarios Total no. of loss
from the control actions  scenarios from the
controllers
SMC Increase RPM for a safe voyage 30 126
Increase RPM for the optimal voyage 47
Decrease RPM for a safe voyage 21
Decrease RPM for the optimal voyage 28
HO Initiate fallback 39 59
Response to a fallback recovery 20
PMS Disconnect thruster (1) 26 157
Disconnect thruster (2) 37
Limit power to thrust 94
BMS Cooling control 35 115
Connect battery 43
Disconnect battery 37
Total 457

to prevent the entire power loss of the vessel when rotation per minute or RPM
control is possible. (H2,7)”
“UCA: PMS: 01:004: PMS provides the ‘disconnect thruster” command to
prevent the entire power loss of the vessel, but RPM control is not possible. (H6)”

The above UCAs are structured from the example table of UCA analysis that
identifies the execution of the “Disconnect thruster” by the PMS controller.

Step 4: Loss scenarios

This section identifies the reasons for unsafe control actions (UCAs). Multiple

reasons can exist for a single UCA. In this current analysis, we have identified 457
loss scenarios that may lead to these 127 UCAs. In the following Table 12,
the number of loss scenarios of the individual controllers from their assigned control

actions is presented.

Each loss scenarios are then documented with respect to lingual expressions that

include individual ID numbers. Table 13 presents examples of loss scenarios from

each controller.
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Table 13 Examples of the loss scenarios from the controllers

Controllers  Loss scenarios

SMC LS.SMC.01.001.002: SMC needs to increase RPM to prevent collision and increasing power is
available, but the control action command is not provided. This can happen because of sensor
failure and SMC does not get the feedback and cannot execute the action. As a result, the vessel
may collide with nearby vessel/s and/ or objects. (H3,4,5)

HO UCA.HO.01.001: HO needs to initiate a pre-defined fallback to maintain the vessel's safety when
the vessel loses object detection or measurement ability and AOC does not realize it, but the
fallback is not initiated. (H2,3,4,5)

PMS LS.PMS.02.003.001: PMS provides the “disconnect thruster”command for too short a time when
thrusters violate power limitations from PMS and to prevent fire on the thruster of the vessel.
This happens when the controlled process responds for a short time. As a result, excessive power
supply, and uncontrolled heating on the battery or electrical system may occur. (H1,7)

BMS LS.BMS.02.001.001: BMS needs to connect the battery (additional) to maintain optimal power
supply and prevent blackout, but the connect battery command is not provided because of the
power failure. As a result, an entire power loss of the vessel and/or a non-optimal power supply
may occur. (H2,6)

Discussion

This study identifies the hazards that arise during the interaction between the ROC
and onboard controllers. The tables and the figures in the result section present the
numbers, percentages, and the systematic way of finding the UCAs and potential loss
scenarios associated with the predefined controllers during both autonomous and
remote operations. Initially, potential hazards and their corresponding safety constraints
are identified based on the functional and operational context. Subsequently, Unsafe
Control Actions (UCAs) that can lead to these hazards are systematically analyzed,
followed by the reasons. Each UCA exhibits either individual or combined hazards,
which are then categorized into three distinct groups according to the severity of their
potential consequences (i.e., mild, moderate, and critical). Next, UCAs are classified
based on the group of their hazards. This classification provides a structured basis for
prioritizing control actions and assessing the safety implications of each controller.

Hazardous group from the UCAs

The number of UCAs indicates which controllers and their actions pose a specific
number of UCAs, both individually and collectively. Consequently, the effects of UCAs
are also considered, as not every UCA creates the same level of severity. Some UCAs
cause a single hazard, while others may lead to multiple hazards. Furthermore, certain
hazards typically result in the worst possible consequences, while others lead to the
least or moderate consequences. To begin with, the hazards mentioned in Sect. 3 are
categorized in Table 14 based on their effects.

Both the individual and combined hazards that emerge during the STPA analysis are
classified as mild, moderate, or critical. These classifications are derived based on the
potential impact of each hazard on system safety and performance. The hazards with
non-critical consequences are classified as the “mild” group. For example, H2 is under
this group, and it is the power interruption or power loss of the vessel. Power interrup-
tion or loss is less critical because there is instant backup with a redundant power sup-
ply system. Hazards (or combinations thereof) that may cause both environmental and
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Table 14 Severity of the individual or combined hazards for the study

Severity
Mild Moderate Critical
Hazards H2 H1 H3

H6 H4 H5

H7 H(1,2,3) H(3,5)

H(1,2) H(1,2,6) H(2,3,5)

H(1,6) H(1,2,7) H(3,4,5)

H(1,7) H(3,7) H(3,5,6)

H(2,6) H(2,3,7) H(3,5.7)

H(2,7) H(2,34,5)

H(6,7) H(2,3,5,6)

H(26.7) H(2,3,57)
H(3,4,56)
H(2,34,57)
H(2,3,4,5,6,7)

financial loss are classified as “moderate” (It can be critical when it causes huge financial
and environmental loss). For instance, H1 is in this category, which causes overheating
of the battery. Battery heating is notified and monitored continuously, and a standard
heating level is fixed, beyond which battery function will stop, and a new battery will be
activated automatically. It usually causes financial loss. However, if the standard tem-
perature level is not maintained for some reasons, such as sensor failure; this hazard can
be critical. Finally, hazards (or combinations of hazards) that have fatal consequences are
designated to the “critical” group. For example, H3 can cause a collision of vessels, and
the result can be a physical, financial, and environmental loss. Based on the information,
level of effect, and frequency of the control action execution, the autonomous opera-
tion needs “High operator attention mode” and “Low operator attention mode” from the
ROC (Nordahl and Wennersberg 2024). Based on the analysis, the hazard assessment of
the individual controller has been discussed.

Hazard assessment of the SMC controller

Under normal operating conditions, the Ship Motion Controller (SMC) is managed by
the Autonomous Onboard Controller (AOC), whereas in specific exceptional scenarios,
control is transferred to the Human Operator (HO). Upon receiving a command, the
SMC executes one of two control actions: “Increase RPM” or “Decrease RPM”. Four
context variables are considered relevant when considering if it is safe for the SMC to
execute “Increase RPM” These are “Whether an increase in RPM is required to pre-
vent a collision, whether additional power is available for the thrusters or not, whether
an increase in RPM is required for the optimal voyage (e.g. it is necessary to increase
the speed of the vessel to prevent falling behind schedule), and whether it is feasible to
increase RPM” Furthermore, the following three conditions decide whether it is safe
for SMC to execute Decrease RPM: “Whether a decrease in RPM is required to prevent
a collision, whether a decrease in RPM is required for an optimal voyage and feasible to
decrease RPM”. While executing “Increase RPM” control action SMC can create a total
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of 24 UCAs out of a total 39 UCAs based on unsafe conditions and control action fail-
ures and the remaining 15 UCAs may arise during “Decrease RPM” control action. The
former control action mostly leads to the hazards H3,4,5,6,7 while the latter one mostly
leads to the same hazards except H7. Given that the combined occurrence of hazards
H3, H4, and H5 may come up a total of 14 times in different conditions and are consid-
ered in the critical group, this controller needs much attention.

Hazard assessment of the HO controller from ROC

Based on the previous discussion, it is evident that the Human Operator (HO) performs
some significant tasks (see Fig. 1) in the initial stages of autonomous operation. During
vessel operation, their involvement is primarily limited to occasional supervisory con-
trol tasks, ensuring a high level of autonomy. However, HO executes two control actions
which are “Fallback recover response and Initiate fallback” under conditions of “Fallback
is initiated, and required to continue the regular operation” for the former control task
and “AOC loses the object detection or measurement ability, and required to maintain
vessel safety” for the later control task. HO may create a total of 16 UCAs whereas both
the control action tasks may create the same number of UCAs. 9 UCAs from the “Initi-
ate fallback’, which may lead to both severe and mild effect hazards. Out of 9 UCAs,
7 are in the mild effect (H2 and H7) group, whereas the rest 2 are in the critical effect
(poses H2,3,4,5 hazards) group. During “respond to fallback recovery’, all 7 UCAs are
in the mild hazardous (H2, H6, H7) effect group. Though the control tasks are not very
hazardous, HO must remain alert and active because of the supervisory responsibili-
ties and be dedicated to operational mode selection. Control tasks are very infrequent
but need to have adequate care during execution. However, the controller also needs to
apply his/her cognitive judgment on the continuous action of the mild group with high
frequency throughout the complete control task/s.

Hazard assessment of the PMS

Disconnecting thruster/s is the major control action of the PMS under four different
conditions: "Whether it is required to prevent a blackout, if RPM control is possible,
whether thrusters violate power limitations from PMS, and if it is required to prevent
fire." In contrast, “Whether it is required to maintain ship stability, maintain speed
restrictions at the port, or prevent blackout” outlines the three conditions for execut-
ing the control action “Limit power to thrust." These two control actions may result in a
total of 43 UCAs, which is the maximum number of UCAs from an individual controller
in this study. The Limit power to thrust action alone results in a total of 25 UCAs, while
disconnecting thruster/s in two different situations yields 18 UCAs (8 and 10). H2, 6,
and 7 present the greatest number of hazards, alongside a few from H1I, 3, and 5 associ-
ated with this controller. 27, 6, and 10 UCAs fall into the mild, moderate, and critical
groups, respectively. All 10 UCAs in the critical group are coherent with the Limit power
to thrust controller, whereas disconnecting thruster/s are associated with the mild and
moderate groups. Therefore, this action must be approached with high attention and
requires regular maintenance and rigorous verification of this control algorithm.
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Hazard assessment of the BMS

The Battery Management System (BMS) performs three control actions: regulating
cooling, connecting the battery, and disconnecting the battery, based on specific
operational conditions, including the need to prevent battery damage, avoid power
blackouts, ensure continuous power supply, reduce fuel consumption, and mitigate
uncontrolled temperature rise. During the execution of these control actions, BMS
generates a total of 29 UCAs where 9, 11, and 9 UCAs emerge from cooling control,
connect battery, and disconnect battery respectively. H1,2,6 and 7 are individual and
combined hazards from BMS. 26 UCAs are in the mild hazardous effect group, and
the remaining 3 UCAs are in the moderate effect group. There is no UCA in the critical
group. Though battery fire can be severe, the possibility is very low. This is because (1)
there is a sensor through which BMS identifies the standard temperature level of the
battery/s. In case of overheating, the BMS shuts down the heat battery and starts a
new one. (2) The sensor is updated regularly and is checked before the voyage as per
the checklist. (3) The human operator is supervising the battery performance. In case of
BMS failure, HO from the ROC can take the necessary steps. Therefore, low attention
mode with this controller is expected to be adequate.

In Fig. 5, the total number of UCAs from the specified controllers is arranged based
on the hazardous effects. From Fig. 4, out of a total of 127 UCAs, 93 UCAs belong to the
mild effect group, and 7 and 27 UCAs are in the moderate and critical groups, respec-
tively. The majority of the UCAs from all the controllers are within the mild effect group.
That means most of the UCAs are less hazardous and need less attention mode to oper-
ate depending on the automation and frequency of action. SMC, HO, PMS, and BMS
may emerge 0, 0, 4, and 3 UCAs respectively with moderate effects while 14, 2, 11, and 0
UCAs with critical effects. The SMC system exhibits a high potential for critical hazards,
as it operates continuously in response to traffic and navigational routes throughout the
voyage. During navigation, it may adjust course and speed set points to maintain safety
when interacting regularly with other control systems. Consequently, these dynamic
interactions increase the likelihood of hazardous events. However, HO experiences
the fewest critical hazardous effects due to its limited and infrequent control actions.
Its primary role in vessel control involves responding to fallback recovery procedures.
But such fallback events are expected to occur infrequently. Common fallback strategies,
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including anchoring, dynamic positioning (DP), and drifting, require HO intervention
to transition the vessel back to regular operation. During fallback recovery, the HO fol-
lows predefined protocols that generally do not involve managing high-risk hazardous
situations. Additionally, the HO may request the initiation of a fallback if the AOC fails
to accurately assess a critical situation or predefined safety constraints. This may occur if
the AOC loses object detection capabilities, encounters measurement errors, or fails to
assess situational risks effectively. In such cases, HO intervention is necessary to ensure
vessel safety by triggering the appropriate fallback response. From this control action a
significant finding related to UCAs “UCA.HO.01.007: HO needs to initiate pre-defined
Jallback to maintain the vessel’s safety though the vessel does not lose object detection or
measurement ability, and AOC does not realize it, but fallback is not initiated (H2)” and
“UCA.HO.01.008: HO needs to initiate a pre-defined fallback to maintain the vessel’s
safety though the vessel does not lose object detection or measurement ability, and AOC
does not realize it, but fallback is initiated after a long-time delay (H2)” is that along
with the object detection ability, the vessel is likely to violate other safety constraints that
need to be scrutinized.

PMS, as the controller of the power system, exhibits the highest number of hazardous
effects compared to other controllers, according to the analysis findings. This elevated
risk level is attributed to its continuous operation, direct influence on critical power dis-
tribution, and interactions with multiple subsystems. Any failure or malfunction within
the PMS can significantly impact vessel safety, propulsion, and operational efficiency.
Therefore, implementing robust fault detection, redundancy mechanisms, and real-time
monitoring strategies is crucial to mitigate these risks and enhance the overall reliability of
autonomous ship power systems. The Battery Management System (BMS) is susceptible
to generating a considerable number of hazardous effects; however, notably, none of these
are classified as critical. While the STPA analysis identifies potential scenarios leading
to battery fires, these events are considered highly unlikely due to the BMS’s continuous
monitoring and protective shutdown mechanisms. Although battery fires can have severe
consequences, the probability of occurrence remains minimal for several reasons:

The BMS utilizes sensors to monitor battery temperature levels. If overheating is
detected, the system automatically shuts down the affected battery and activates a
backup unit.

These sensors undergo regular pre-voyage inspections in accordance with established
checklists.

A human operator supervises battery performance, ensuring an additional layer of
oversight.

In the event of a BMS failure, the Autonomous Onboard Controller (AOC) can initiate
a fallback if predefined safety thresholds are exceeded. Additionally, the Human Opera-
tor (HO) at the Remote Operations Center (ROC) can intervene and update the voyage
plan with appropriate corrective actions to maintain vessel safety.

Loss scenarios of this analysis play a vital role in reducing or mitigating the UCAs.
If the specific reasons behind these UCAs are identified, safe control actions can be
executed. Though there can be unforeseen reasons, loss scenarios identify the maximum
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possible reasons that lead to the UCAs. From this analysis, 457 loss scenarios are
identified. From Table 10, it is obvious that each control action failure may have multiple
reasons. Most of the common reasons are power failure, physical failure of the controller,
communication or transmission error due to sensor failure, wrong interpretation of the
feedback, flawed controlled process, and so on. From this analysis, SMC, HO, PMS, and
BMS are individually involved with 126, 59, 157, and 115 scenarios respectively that may
lead to the UCAs. PMS evolves the maximum number of UCAs, so the number of loss
scenarios is also maximum for this controller.

This study gives significant insight into the potential reasons for the occurrence
of hazardous scenarios. A single UCA can have multiple reasons for occurrence.
Consequently, a single UCA can create multiple hazardous scenarios. By studying this
analysis, operators can get familiar with the maximum number of reasons and scenarios.
Thus, maximum precaution can be ensured.

While this study highlights various challenges, it is equally important to consider
how Al can positively contribute to risk management in Maritime Autonomous Surface
Ships (MASS). With advanced prognostic and diagnostic capabilities, Al can facilitate
predictive maintenance by monitoring system performance and identifying potential
issues in ship operations (Cheliotis et al. 2020) before they escalate into failures. This
not only enhances operational reliability but also aids in preventing safety incidents.
Additionally, AI can support dynamic fault detection and risk evaluation by synthesizing
data from multiple sources in real time, enabling quicker and more accurate responses
to evolving maritime conditions (Simion et al. 2024). These functions highlight ATI’s
valuable role in strengthening safety and reducing risk in shipping operations. Therefore,
future research will focus on augmenting the safety analysis of this proposed MASS
study by integrating advanced Al-driven techniques.

Limitations of the study

This study has certain constraints that should be considered when interpreting the
findings. The main limitation concerns the frequency at which the evolved UCAs
occur. These UCAs arise only when controllers fail to execute control actions, making it
challenging to estimate both the frequency of occurrence and the associated hazardous
effects. Kim et al. (2021) encounter the same limitation when analyzing the safety of
autonomous ships using the STPA method. This is primarily due to the fact that the
autonomous vessel is still in a more conceptual stage and lacks substantial practical
operational information. Additionally, the sheer number of potential loss scenarios
complicates the identification of which specific loss scenario influences a UCA without
thorough investigation. Additionally, since the recent concept of autonomous ship
operation and the case study are under trial, some unforeseen hazards of real-time
operation might not be counted. That means the use case autonomous ship of this study
has not performed its practical commercial operation yet, and it eliminates the human
interface from the vessel. Hence, the overall behavior of such a huge complex system is
unknown and may cause new types of hazards. For example, during winter in ice areas
or extreme weather, the communication link may fail to work, and the systems show
unpredictable behavior (Chang et al. 2021). Furthermore, lack of an adequate definition
of a fallback strategy. For example, in which particular states a fallback plan is expected,
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the procedure of initiating a fallback, and fallback recovery, etc. A comprehensive
analysis is required to conduct both qualitative and quantitative hazard assessments
for individual controllers, with particular emphasis on ship-side controllers. The STPA
method is more qualitative, so it does not attempt to estimate and assess the risk level
(Zhou et al. 2020).

Conclusion

This study conducts a systematic hazard analysis focusing on the interaction between
remote operations center (ROC) controllers and onboard controllers in the autonomous
operation of a use case short-sea service vessel. Additionally, it examines control action
failures within individual controllers that contribute to hazardous situations. The
use case aims to reduce human tasks and errors to improve safety by increasing the
vessel’s autonomy. The analysis considers four specific controllers: the Human Operator
(HO) at the ROC on the shoreside, as well as the Ship Motion Controller (SMC),
Power Management System (PMS), and Battery Management System (BMS) on the
autonomous ship side. Using the Systems-Theoretic Process Analysis (STPA) method,
this study identifies unsafe control actions arising during the execution of critical control
functions and the interactions among these controllers. This study determines the
UCAs from the individual control actions and prioritizes them based on the hazardous
effect. Thus, this study helps in identifying less to more sensitive controllers and control
actions. Based on the sensitivity, the controllers are considered with potential attentions
that improve the safety of the operation.

Some significant observations are found when controllers with their control actions
are classified depending on the UCAs and their hazardous effects.

Observation 1: Except for BMS, the other three controllers (SMC, HO, PMS) pose
almost the same number of UCAs. BMS emerges as two-thirds of the UCAs of the
average of the other three controllers. From the shoreside, VTS is a controller that does
not create any control action failures. The reason is that it is not directly connected to
any onboard control command for autonomous operation. VTS only communicates
with the ROC and regulates the marine traffic instructions and information. Therefore,
the only risk can be if the instruction and information to ROC are received late or
interpreted incorrectly. AOC shares real-time navigational information with VTS.

Observation 2: Both the SMC and HO mostly execute the control actions to main-
tain safe navigational operation. The majority of their UCAs may arise during collision
avoidance action. Loss of their control actions raises critical hazard H3. Navigational
sensor failure and wrong interpretation of the sensor feedback are two major reasons for
the unsafe control actions. Hence, these control actions need “High attention operation
mode” from ROC. Besides, HO also performs a control action of PMS when PMS fails to
do it.

Observation 3: Two-thirds of the total number of UCAs are in the mild hazardous
effect group and need “Low attention operator mode” to execute and operate. “Limit
power to thrust” is a control action of the PMS that creates the highest number of UCAs
compared to the other control actions. Almost half of the UCAs are in the mild haz-
ardous effect group while almost half of them are in the critical hazardous effect group.
Though almost half of their UCAs are in the critical group, the action may continue with
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“Low operator attention mode”. This is because the probability of UCA occurrence is low
due to its automatic functionality.

Observation 4: Both PMS and BMS exhibit the majority of the mild hazardous effects
UCAs whereas BMS exhibits zero hazardous effects in the critical group. This is because
both the controllers perform automatic functioning and are free of external influences
which means no effect from other controllers during interaction. Due to their automatic
functionality, they perform their control actions based on pre-defined conditions.
Most of their loss scenarios are related to the physical failure of the sensor that leads to
hazardous scenarios.

Observation 5: The reasons for the discussed loss scenarios are almost similar across
individual controllers. The controller that generates more UCAs (Unsafe Control
Actions) exhibits the highest number of loss scenarios, while the controller with
comparatively fewer UCAs demonstrates a lower number of loss scenarios. This implies
that a specific UCA can be associated with multiple potential loss scenarios. As the
number of UCAs increases, the probable reasons contributing to their occurrence also
expand. Control action “Limit power to thrust” from the PMS has a total of 94 reasons
for control action failure. It can lead to almost the same number of mild and severe
hazards. So, this control action can be critical at any time. However, studying these loss
scenarios will possibly help to reduce or mitigate the UCAs.

STPA is a hazard analysis method that is popular in academia to identify the control
action failure in the early design stage for any software-intensive complex system. Given
that an autonomous ship is a software-intensive system, it is particularly suited for the
application of the STPA method in hazard analysis. As our use case autonomous vessel is
currently in the trial stage, the application of STPA assists in identifying and eliminating
as many foreseen and unforeseen hazards as possible, thereby facilitating the approval
process. Consequently, STPA opens new avenues for industrial approval.

However, further research is needed to strengthen the impact of this study and
to support the advancement of the maritime autonomous industry. A priority is to
clearly define operation modes, which outline the working principles, behaviors, and
intentions of a new technology or system, to support a clearer understanding and
analysis. Validation of Unsafe Control Actions (UCAs) through targeted testing or
simulation is also essential, beginning with severe cases and progressing to moderate
and mild scenarios. This process will enable the removal of low-impact UCAs and the
implementation of targeted risk-reduction measures for those with significant effects. In
addition, the specific responsibilities of the Autonomous Onboard Controller (AOC) and
its interactions with shore-side controllers require closer examination. Finally, adopting
a quantitative approach could strengthen the analysis method, drawing on current
autonomous systems in other industries as a foundation. Such an approach would enable
the evaluation and assessment of UCA frequency, leading to the reorganization of
UCAs and their hazardous effects, and ultimately facilitating the establishment of more
accurate hazard groupings.

Abbreviations

MASS Maritime autonomous surface ships
IMO International Maritime Organization
CA Collision avoidance
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SOLAS Safety of life at sea

LNG Liquified natural gas

LPG Liquified petroleum gas

LIB Lithium-ion battery

SOC State of charge

SOH State of health

SEAMLESS  Safe, efficient and autonomous: multimodal library of European shortsea and inland solutions
ROC Remote Operation Center

HO Human operator

AOC Autonomous onboard controller

SMC Ship motion controller

PMS Power management system

BMS Battery management system

VTS Vessel traffic service

STAMP System-theoretic accident modeling and processes
STPA System theoretic process analysis

FTA Fault tree analysis

FMECA Failure modes effects and criticality analysis
HAZOP Hazard and operability

BBN Bayesian belief network

UCA Unsafe control action

LS Loss scenario

RPM Rotation per minute
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